Office of cybersecurity services

» Cybersecurity governance and

program design
» Security strategy, architecture, and
integration services
* Enhanceinsider threat security mitigation
» KPI/KRI/ESG metrics and Board reporting

* Implement new cybersecurity technology
and infrastructure

* Deploy secure cloud-based systems
* Enhance cybersecurity operations

Assessment and Technical
 testing services

Vulnerability and penetration testing

Compliance/standards-based
cybersecurity assessment
Cybersecurity risk and
maturity assessment

Cybersecurity due diligence
Cloud security assessments
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Cybersecurity
services

Response and resiliency as a service

* Proactive and reactive cybersecurity
incident management

» Cybersecurity incident response and
recovery, business continuity, disaster
recovery planning

* Cybersecurity incident response
simulations and training

* Cyber litigation support

* Incidentresponse and management
* Incident recovery and remediation

* Resiliency training and simulations

« Forensics and data breach litigation
support

Compliance services

» Cybersecurity regulations
(CMMC, DFARS)

* Industry regulations
(NYDFS, HIPAA)

e * Privacyregulations
(GDPR, CCPA)

» Compliance program testing
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